Press Release
State of Israel – Digital Israel Bureau – Teleprocessing Authority
Public Tender no. 2/20 for the supply of a central system for issuing lectronic signatures for the Digital Israel Bureau – Government Teleprocessing Authority
1. The Digital Israel Bureau – Government Teleprocessing Authority (henceforth: "The Bureau" or "The Authority"), is requesting offers for the supply of a central system for issuing electronic signatures (henceforth – "The System"), including installing it in the bureau's websites (the main website and the backup website), as well as providing support, maintenance services, and accompanying professional services, in accordance with the provisions of the tender documents, and in particular, in accordance with the specifications of the contents of the services (Chapter 2 of these tender documents, henceforth "Specifications for the contents of the services").
2. The tender documents can be downloaded from the website of the Government Procurement Administration at:
http://www.mr.gov.il/OfficesTenders/Pages/SearchOfficeTenders.aspx
3. The period of the contract in the tender is for three years, in accordance with the agreement attached to the tender. The inviter is allowed to extend the contract period for one-year periods, up to six additional years, in accordance with the provisions of the agreement.
4. Summary of the professional preconditions for participation in the tender:
4.1 The bidder is the manufacturer of the product being offered, or alternatively – the manufacturer of the product being offered has confirmed that the bidder is permitted to offer the product under discussion, and the manufacturer has promised support for the abovementioned product and for the bidder (in the event that the bidder's offer wins the tender).
4.2 The bidder has carried out at least 5 technological projects, including management, characterization, development, adjustments, inspections, guidance and integration, support and maintenance, of solutions in the field of information systems, in the period beginning on January 1, 2017 and up to the final date for submitting the bid, for a total of at least 3 million shekels (not including VAT) for each project separately, for the components of installation, development, operation, warrantee and maintenance (not including the purchase of hardware, software or communications licenses).
4.3 The bidder, whether on his own or through a subcontractor suggested by him, has carried out and/or is maintaining at least two (2) projects that are in production and are active in organizations, in the period beginning on January 1, 2017 and up to the final date for submitting bids (the bidder may offer two projects of the same type, or one project of each type):
     1) Of a system for issuing electronic signatures, with which at least 5,000,0000 electronic signatures have been performed in each of the projects, in each of the years 2017, 2018 and 2019; or
     2) Of a system with which the life cycle (including manufacture, issuing, use, storage and erasure) of at least 100,000 coding keys a year was managed.
4.4 The product being offered was installed in at least two (2) installations, in Israel or abroad, in the period beginning on January 1, 2017 and up to the final date for submitting the bids, with the installation still active, and the volume of annual activity in each installation is a minimum of 5,000,000 transactions a year.
4.5 The HSM component in the product being offered has been authorized in one of the following standards:
   1) The HSM component being offered is authorized for Common Criteria at a minimum Level of EAL 4; the authorization must be for a Protection Profile – PP) of Cryptographic Modules, Security Level "Enhanced" or Security Level "Moderate" (PP0045 or PP0042 respectively, in their most up-to-date versions); or
   2) The HSM component being offered is authorized by the NIST organization for meeting the FIPS 140-2 standard, at a minimum of Level 3, with all its appendixes.
    3) Alternatively, the bidder may request that instead of meeting one of the standards specified in the above paragraphs, the HSM component will meet a parallel standard, which guarantees a parallel level of security, as long as the bidder has requested the approval of the Tenders Committee to recognize a parallel standard during the stage of clarification questions, and received the approval of the Tenders Committee accordingly, in the context of clarification replies

5. Summary of administrative preconditions for participation in the tender:
5.1 The bidder was incorporated in Israel and is legally registered in the relevant registry in Israel.
 5.2 The bidder is in possession of any certificate and/or license and/or licensing and/or permit required pursuant to any law and is listed in every registry conducted pursuant to any law that is related to the subject of the contract
            5.3 The bidder is in possession of valid authorizations in his name, 
              pursuant to the Public Bodies Transactions Law, 5736 – 1976, and 
               meets the conditions and provisions required by this law.
5.4 The bidder has not been convicted of a security or fiscal offense, or of other offenses specified in Chapter 1 of the tender documents, unless the statute of limitations has expired. 
5.5  The bidder has attached to his bid a deposit for the bid, in the sum of 132,500 shekels, as specified in the tender documents.

6. Questions and requests for clarification should be sent to the Tenders' Committee center at: rechesh@gov.il, no later than July 23, 2020 at 2 P.M. 
 The Bureau's replies and clarifications will be published on the Government Procurement Office website as specified above. These replies and clarifications will form an integral part of the tender documents. The Bureau reserves the right to publish changes and clarifications to the tender, even if they do not arise from the clarification questions received from the bidders, until a reasonable time before the final date for submitting bids. 
7.  Submitting bids: Bids should be submitted, in Hebrew, to the office's tenders box on the entrance floor of the E-Government Building, 1 Nethanel Lorch St., Jerusalem, no later than August 13, 2020 at 2 P.M.  It is clarified that bids should not be sent by post.  Any bid that is not found in the Office's tenders box on the final date for submitting bids, for any reason whatsoever, will not be discussed at all, will not participate in the tender and will be returned to the bidder.
 This notice contains essential information only.  In the event of a contradiction or   an inconsistency  between the contents of this notice and the provisions of the tender documents – the contents of the tender documents take precedence over the provisions of this notice.
